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Agenda

E-form Benefits
E-form Technologies
Laws and Guidance

E-Authentication
— OMB, NIST
— USDA

MDWCC Case Study




Electronic Form Benefits

» Better Service
— Improved data accuracy
— Rapid forms turnaround
— Reduced public burden

— Easier to use
» Available 24 x 7 x 365
« Extensive help facilities

« Lower Costs
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— Eliminate forms printing, distribution, and
inventory expenses T
— Electronic filing is faster and more accurate
— Automated processing eliminates need for =55 (e e
data re-keying/OCR e
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MS Word Forms

Benefits
Widely supported
Resembles paper forms
ODBC capability
Not server dependant
Email capability (routable)
Small form file
User can sign
User can save completed form




MS Word Forms (cont.)

Limitations
* Not an e-form tool
* |Insecure - no native encryption
* Potential virus transmission

 Forms can be changed (no form
verification)

« Cannot attach files
* Printer driver dependant
» Difficult to design
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HTML Forms

Benefits

Natural extension of HTML to
collect web-related data

Freely fillable by users

Cannot be changed by users
(form verification)

Secure/Encryptable (SSL, but
user must come to site)

No additional downloading
No virus capability




HTML Forms (cont.)

Limitations

* Not designed to replace paper-based
business processes

« Users cannot save completed forms
« Users cannot sign forms

* Does not resemble paper forms

* |nternet connection required

* Single session only

* Not routable to other users h —
* Programming required =
« EXxpensive to implement T 5
 Features can be platform specific =
« Author cannot control appearance
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E-Forms

Benefits — Generally Included

Designed to replace paper-based
business processes

E-form resembles paper form
Client-side validation

End user help facilities

No virus capability

Form verification (form lock)
Form design and fill tools




E-Forms (cont.)

Benefits - Available
 User can attach files and route forms

« User can sign completed form
— Digital Signature (PKI)
— Remote Sign (UserlD/PIN + PKI)

« User can save completed form
« User can work offline
« Security: Data encryption
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« Form automation tools eV
« Automate business processes =4 f
— Workflow Bt R

— Data extraction, validation, etc.




E-Forms (cont.)

Challenges
* Requires client software
* Business model may be
complex
— Per seat license model?

— Per form license model?
— Enterprise license model?
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E-Forms Vendors

* Formatta Corporation
* PureEdge Systems

* Adobe Systems

* Filenet/Shana

* Verity/Cardiff
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Laws and Guidance

» Laws Supporting Electronic Transactions

— GPEA (Government Paperwork Elimination Act)

+ OMB Guidance (Memorandum M-00-10 on Implementing
GPEA and subsequent report cards — Getting to Green)

— E-SIGN Act (HR 1714, Electronic Signatures in Global
and National Commerce)

— UETA (Uniform Electronic Transaction Act)

» Guidance on Authenticating Users

— OMB Guidance to agencies on E-Authentication

«  OMB Memorandum M-04-04, E-Authentication Guidance =
for Federal Agencies

« Establishes four levels of assurance for different methods
of authenticating remote users
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— National Institute for Standards in Tech (NIST)
« Companion to OMB e-Authentication guidance

« Provides guidance on technical implementations for the
various assurance levels =

« NIST SP800-63: Electronic Authentication Guideline
— E-Authentication Web Site

* http://www.cio.gov/eauthentication/

12
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High

Form Capability Level

Low

OMB: Getting to Green

Low

Level 4
Fillable and

Fileable

Level 3

Fillable and
Printable
Level 2
Printable Only
Level 1
Paper Only
GPEA Compliance

Level 5
Fillable,
Fileable,
Signable

High
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OMB: E-Auth Guidance

 Different types of transactions require
different levels of authentication
assurance
— Paying a fine or ticket
— Applying for a business license
— Filing a legal claim
* Authentication Assurance Assessment: — — —
Three step process == —
— Identify applicable Risk Categories for each |-
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transaction - S=E Beea
— Determine Risk Levels 1
— Assign appropriate authentication EE32 SRt

Assurance Level

14




OMB: E-Auth Risk Factors

« Categories

— Inconvenience, distress, or damage to standing
or reputation

— Financial loss or agency liability

— Harm to agency programs or public interests
— Unauthorized release of sensitive information
— Personal safety

— Civil or criminal violations

 Levels
— Low (L)
— Moderate (M)
— Not applicable (N/A) [Indicates that a particular =R
assurance level is not sufficient to mitigate the E |

identified risk level for the specified risk ESRS RaaaaRRRmmann:
category ] e
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OMB: 4 Assurance Levels

« Level1
— OMB: Little or no confidence in asserted identity
— NIST: Self identified UserlD/Password
— ID Verification: Usually none or email address
« Level 2
— OMB: Some confidence in asserted identity
— NIST: Agency issued PIN/Password
— |D Verification: physical verification of ID e
+ Level 3 e
— OMB: High confidence in asserted identity s —
— NIST: Digital certificate or other soft token
— ID Verification: Third party (e.g., Notary Public) == =i "r
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 Level 4 5
— OMB: Very high confidence in asserted identity =— ;
— NIST: Smart Card or other hard token Cemer [ (e

— ID Verification: In-person application

16




OMB: E-Auth Risk Chart
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S Required Assurance Level

S for Risk Level

:c:'u' Risk Categories 1 2 3 4

- Inconvenience, distress or damage to standing or Low | Mod | Mod | High

‘é’ reputation

-,8 Financial loss or agency liability Low | Mod | Mod [ High

S Harm to agency programs or public interests N/A | Low | Mod | High

8 Unauthorized release of sensitive information N/A | Low | Mod | High

g N/A | N/A | Low [ Mod

§ Personal safety High

) Civil or criminal violations N/A | Low | Mod | High
Examples:

— For a transaction where the Risk Category is “Financial
Loss” with an assigned Risk Level of “Mod”, the
Required Assurance Level is 2 or higher.

— For a transaction that presents even a “Low” risk to
“Personal Safety”, the Required Assurance Level is 3 or
higher (Levels 1 and 2 are not sufficient).
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Case Study: MDWCC

« Maryland Workers’ Compensation
Commission

* Mission: the equitable and timely
adjudication of claims between
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iInjured workers and their
employers

« Goal: achieve compliance with - —
State of MD directive to web-
enable business processes =

18




Case Study: MDWCC

* Transaction Type

— Filing legal records
electronically
 Authentication Assurance
Assessment

—Level 2 (Agency inspectsID
and issues UserID/PIN)
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Case Study: MDWCC

« MDWCC E-filing Use Case

— User applies in person for MDWCC-
iIssued UserlID/PIN authentication
credentials

— User logs on to MDWCC website
with UserlD/PIN to access eform

— User electronically signs eform with
UserlD/PIN and PKI

— User electronically submits eform

— MDWCC automatically processes
eform (receipt)
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Case Study: MDWCC

2 Workers' Compensation Commission - Microsoft Internet Explorer

. EX a m Ie Web Fle Edit View Favortes Tools Help &
> %] (2] @0 O seach ¢ ravanies @Pveda £ - i = )

&) https: f/services,wee.state.md.us/fiing /first_report_of injury_SF1.asp
v| Bhsearchweb - §3 £ 499 blocked |7 options

Y ViV
WORKERS’ COMPENSATION COMMISSION \&

Workers Compensation
First Report of Injury or lliness SF1

Electronic Form Filing Instructions

1. In order to utilize this secure means of filing forms with the WCC, you will need to install
the Formatta Filler application on to your PC. Formatta Filler is designed for Microsoft
Windows and a windows clientis required for this software. Click to download Formatta
Filler and press open when promipted to download the fillersetup exe and follow the on
screen installation instructions.

2. Click here to file the First Report of Injurv ar liness, SF1 online form and electronically

submit it to the Warkers' Compensation Commission, 10 East Baltimore Street, Baltimare,
Maryland 21202-1641 by pressing the Submit Button on the Electronic Form

3. You must print your form after you have submitted it since you will no longer have access
to the form after you have closed the Form Filler application.

Employer

Complete this online form and electronically submit it to the Workers’ Compensation
Commission, 10 East Baltimore Street, Baltimore, Maryland 21202-1641 by pressing the
Submit Button on the Electronic Form

o
ko)
3
o
S
3
3
)
S
5
2
A
1]
S
7]
<
9
)
3
—
)
7]
3
L
Q

A copy of this form must be mailed to the DIVISION OF LABOR AND INDUSTRY, 1100 N.
EUTAW STREET, SUITE 611, BALTIMORE MARYLAND 21201 and an additional copy should
be sent by the employer to his or her workers® compensation insurance carrier.

Notice

This form is NOT a claim for compensation. Failure to file a claim within 2 years of the date
of accidental injury may bar an employee's claim for compensation. Employees may obtain
claim forms from the Worker's Compensation Cemmission,

Questions, concerns and comments may be directed to the WCC Support Staff by emailing

websupport@wec. state. md us

& 5 @ wemet




Case Study: MDWCC

- Example o g L s b s g o oE—
e-form

2003 VA Resident Form 760-Web

Individual Income Tax Retum |
. Fileby May 3, 2004 - Bt
= O M. |Last name Sufix Fillin all the ovals that apply

Mame or filing status has changed since lastfiling

Sufix | Address has changed since lastfiling

Welcome to the Spouse's frstname (ht mmsony) | M1 | Lastname
Help Browser for
the 2003 VA
Resident Form

760-Web

irginia refurn was notfiled last year
Accelersted Refund Reguest 1
Return adjus id for fited date conformity

Dependant on ancther’s return with unearned income

Presant home address (number and strest)

City, town or postofice T “Zip Code
Virginia ;! _ = Amended Return - Fill in oval f result of NOL

This help Browser will
provide yvou with the
information and
instructions to complete the

= |

Use

VA Resident form 760. (1) Single. Did you claim federal head of householi? = Total
{2} Married fing joint return (Enter spouse’s 58N above) Yo 1 + Exemptions
The Help Browser dlso — (3) Marriad fing s=parai return (Enter spouse's 55N above) | 4 2 m.complle

Line 11
_w |

provides step-by-step
instructions with fill-able
fields which will
automatically enter
information into the form.

Spouse’s Name B Hing +
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Federal Adjusted Gross Income_ __ _ _ .o eaeoao.
{from federal refurn - NOT FEDERAL TAXARL E |NCOME;

. Totzl Addifons Fom attached Schedule ADJ, line 3

The form will then carry out
{fou must atsch Scheduk ADJ}

the calculations
automatically.

. Add lines 1and 2

Deducton for age on Jan 1

Next

Socisl Security Act and eguivalent Tier 1 Raiiroad Refrement Actbensfits____________
{reporied as Exsbie on Bderalretum)

State Income T refund or overpayment credit {reporied as income on fzderal retum)__ _ 6

C.ontents- __I
[ 21| Ready %

Fn rratya




Case Study: MDWCC

Ei VA760web_remote_sign_demo pff* - Formatta Filler by Virgina Depariment of Taxation

J File

J4=.->.D"E®\®\E?é§.

« Example
IPOINIA perskc
» " Previous ek Open Save Reset Prirt Zoom In Zoom Out Infa Home Vll’blnlil Derarnar B
S I g n I n g 28. Adjustments and Voluntary Contributions from attached Schedule ADJ, line26__________. 28 =l

(You must attach Schedule ADJ) Hdp I
29. Addline 27 and line 28, . 29

b u tto n S 30. If you owe tax on line 25, add lines 25 and 29. OR
Ifline 26 is less than line 29, subtract line 26 from line 29. AMOUNT YOU OWE 30

Edit Miew Formm Tools Help

w

ool CREDIT ¢4 1y oUAL IF PAYING BY CARD SEE INSTRUCTIONS
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CARD
31 Ifline 26 is greater than line 29, subtract line 29 from line 26. YOUR REFUND ---- ... 3
B |
Checking Savings
| authorize the Dept. of T axation to discuss my retum with my preparer. Fill in owval if retum was com pleted by a paid preparer

Qualifying farmer, fisherman or merchant seaman Coalfield credit eamed Prim ary taxpayer deceased Spouse deceazed Overseas on due date

O) Submission Status

. Not Submitted
Reference Number
() - () - -

| (We}), the undersigned, dedare under penalty of lawthat | (we) have examined this return and to the best of my (our) knowedge, it iz a true, comed and om plete retum.

Your Signature Spouse's Signature EncryptDecrypt Submit

nE| 4
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Case Study: MDWCC

Example
signing
dialog

Ei VA760web_remote_sign_demo pff* - Formatta Filler by Vimgina Depariment of Taxation
J File Edt Miew Fom Tools Help

& .2 =2 H ® a | £ 4 .
Previous | [=08 Open Save Reset Print Zoom In - Zoom Out Infa Home
28. Adjustments and Voluntary Contributions from attached Schedule ADJ, line26_.________. 28 d
(You must attach Schedule ADJ) Hdp I
29, Addline 27 and line 28 L., 29 30
el I VA-760 Signing Authorization |
Ifline 26 is less thar
CREDIT
%~ carp
- Please enter your username and PIN below
31 Ifline 26 is greater t

in order to sign this form:

_ e |

Checking User ID : Ijﬂhﬂpublic

pIN " I""| m was com pleted by a paid preparer

Qualifying farmer, fishe deceased Overseas on due date

[Submit] [Cancel]

Submission Status
Not Submitted

Reference Number

| (We), the undersigned, declare under penalty of lawthat | (we) have examined this return and to the best of my (our) knowledge, it isa true, comed and com plete retum.

Your Signature Spouse's Signature EncryptDecrypt Submit

nE| 4




Case Study: MDWCC

Ei VA760web_remote_sign_demo pff* - Formatta Filler by Virgina Department of Taxation

° Example ime:n mew-:om Ioo|s£p = o

EoR Al

Infor Home

Previous et Open Save Reset Prirtt Zoom In - Zoom Out

28. Adjustments and Voluntary Contributions from attached Schedule ADJ, line 26__________. 28 =
(You must attach Schedule ADJ) Hdp I

29. Addline 27 and line 28 ____ oo

. 30. If you owe tax on line 25, addlines 25 and 29. OR
re Ce I p If line 26 is less than line 29, subtract line 26 from line 29. AMOUNT YOU OWE________ 30
S

CREDIT g} 1y QAL IF PAYING BY CARD SEE INSTRUCTIONS

Virginia v
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CARD
31. Ifline 26 is greater than line 29, subtract line 29 from line 26. YOUR REFUND - K} |
N
Checking Savings
| autheriz= the Dept. of Taxation to discuzss my retum with my preparer. Fill in owval if retum was com pleted by a paid preparer
Qualifying farmer, fisherman or merchant seaman Coalfield credit eamed Primary taxpayer deceased Spouse deceazed Overseas on due date
Submission Status
Received Successfully
Reference Number
- - - 25
John Q Public 7/M19/2004 8:51:01 AM

| (We), the undersigned, dedare under penalty of lawthat | (we) have examined thiz return and to the best of my (our) knowledge, it isa true, comedt and mmplete retum.

Your Signature Spouse's Signature EncryptDecrypt Submit

[IE| Ready 4
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q) EV}\?BDweb_retmxe_sig'\_dam_pﬁ‘ - Formatta Filler by Virgina Department of Taxation
: . E I J File Edit View Fomm Tools Help
b -
S Xa“lpej«:,»,@n‘@\a@ﬁ.
k Previous et Open Save Reset Prirtt Zoom In - Zoom Out Infa Home
o e n d u S e r 28. Adjustments and Voluntary Contributions from attached Schedule ADJ, line26__________. 28 =
FE PPV T WL SO UL T Y 0 £ = 1
E YA Dialog Signature: Valid | 50
[ . 30. If you ¢
S receip .
— = Form:  WYA7FEDweb remote_sign_dermo. pff
g 3. Ifline 2 L : S
S Thiz abject iz digitally zigned by:
Ny i 0 .
o ;I
: Chec #
S
m ;I leted by a paid preparer
Qualifyil Overseas on due date
§ ' Signature: Valid bmission Status
o . . pived Successfully
Y ' Contents naot altered after the object was signed | o Number
()
. " Certificate not revoked 2
" Certificate not expired
John Q P
' Certificate tusted
| (We), the and mmplete retum.
Y Submit |
Wiew Certificate. . | Ok I |

[IE| Ready 4




Case Study: MDWCC

« Key Benefits Achieved

— Reduction in form processing time to
24 — 48 hours

— Overall increase in efficiency of 60%

— Opportunity to re-purpose staff to
higher value operations

— Significantly improved customer
service and constituent satisfaction

— Completed implementation on time TEIHEET
and under budget
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USDA: E-Authentication

« United States Dept. of Agriculture

e Level 1 and 2 assurances

— Level 1: send UserlD/PW to user
asserted email address

— Level 2: inspect ID in person and
issue UserlD/PW

» Goal: Federated provider for US
Government

— USDA-issued Level 2 credentials
accepted by other federal agencies

— Other agencies may do the same
— States?

28



