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Agenda

• E-form Benefits

• E-form Technologies

• Laws and Guidance

• E-Authentication

– OMB, NIST

– USDA

• MDWCC Case Study
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Electronic Form Benefits

• Better Service
– Improved data accuracy

– Rapid forms turnaround

– Reduced public burden

– Easier to use 

• Available 24 x 7 x 365

• Extensive help facilities

• Lower Costs
– Eliminate forms printing, distribution, and 
inventory expenses

– Electronic filing is faster and more accurate

– Automated processing eliminates need for 
data re-keying/OCR
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MS Word Forms

Benefits

• Widely supported

• Resembles paper forms

• ODBC capability

• Not server dependant

• Email capability (routable)

• Small form file

• User can sign

• User can save completed form
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MS Word Forms (cont.)

Limitations

• Not an e-form tool

• Insecure - no native encryption

• Potential virus transmission

• Forms can be changed (no form 

verification)

• Cannot attach files

• Printer driver dependant

• Difficult to design
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HTML Forms

Benefits

• Natural extension of HTML to 
collect web-related data

• Freely fillable by users

• Cannot be changed by users 
(form verification)

• Secure/Encryptable (SSL, but 
user must come to site)

• No additional downloading

• No virus capability
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HTML Forms (cont.)

Limitations

• Not designed to replace paper-based 
business processes

• Users cannot save completed forms

• Users cannot sign forms

• Does not resemble paper forms

• Internet connection required

• Single session only

• Not routable to other users

• Programming required

• Expensive to implement

• Features can be platform specific

• Author cannot control appearance
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E-Forms

Benefits – Generally Included

• Designed to replace paper-based 

business processes

• E-form resembles paper form

• Client-side validation 

• End user help facilities

• No virus capability

• Form verification (form lock)

• Form design and fill tools
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E-Forms (cont.)

Benefits - Available

• User can attach files and route forms

• User can sign completed form
– Digital Signature (PKI)

– Remote Sign (UserID/PIN + PKI)

• User can save completed form

• User can work offline

• Security: Data encryption

• Form automation tools

• Automate business processes
– Workflow

– Data extraction, validation, etc.
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E-Forms (cont.)

Challenges

• Requires client software

• Business model may be 

complex

– Per seat license model?

– Per form license model?

– Enterprise license model?
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E-Forms Vendors

• Formatta Corporation

• PureEdge Systems

• Adobe Systems

• Filenet/Shana

• Verity/Cardiff
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Laws and Guidance

• Laws Supporting Electronic Transactions
– GPEA (Government Paperwork Elimination Act) 

• OMB Guidance (Memorandum M-00-10 on Implementing 
GPEA and subsequent report cards – Getting to Green)

– E-SIGN Act (HR 1714, Electronic Signatures in Global 
and National Commerce)

– UETA (Uniform Electronic Transaction Act)

• Guidance on Authenticating Users
– OMB Guidance to agencies on E-Authentication 

• OMB Memorandum M-04-04, E-Authentication Guidance 
for Federal Agencies 

• Establishes four levels of assurance for different methods 
of authenticating remote users

– National Institute for Standards in Tech (NIST)
• Companion to OMB e-Authentication guidance 

• Provides guidance on technical implementations for the 
various assurance levels

• NIST SP800-63: Electronic Authentication Guideline

– E-Authentication Web Site
• http://www.cio.gov/eauthentication/
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OMB: Getting to Green
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LowLow

HighHigh

Level 1Level 1

Paper OnlyPaper Only

HighHighLowLow

Level 2Level 2

Printable OnlyPrintable Only

Level 3Level 3

Fillable and Fillable and 

PrintablePrintable

Level 4Level 4

Fillable and Fillable and 

FileableFileable

Level 5Level 5

Fillable, Fillable, 

Fileable, Fileable, 

SignableSignable
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OMB: E-Auth Guidance

• Different types of transactions require 
different levels of authentication 
assurance
– Paying a fine or ticket

– Applying for a business license

– Filing a legal claim

• Authentication Assurance Assessment: 
Three step process
– Identify applicable Risk Categories for each 
transaction

– Determine Risk Levels

– Assign appropriate authentication 
Assurance Level
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OMB: E-Auth Risk Factors

• Categories
– Inconvenience, distress, or damage to standing 
or reputation

– Financial loss or agency liability

– Harm to agency programs or public interests

– Unauthorized release of sensitive information

– Personal safety

– Civil or criminal violations

• Levels
– Low (L)

– Moderate (M)

– High (H)

– Not applicable (N/A) [Indicates that a particular 
assurance level is not sufficient to mitigate the 
identified risk level for the specified risk 
category.]
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OMB: 4 Assurance Levels

• Level 1
– OMB: Little or no confidence in asserted identity 

– NIST: Self identified UserID/Password 

– ID Verification: Usually none or email address

• Level 2
– OMB: Some confidence in asserted identity

– NIST:  Agency issued PIN/Password

– ID Verification: physical verification of ID

• Level 3
– OMB: High confidence in asserted identity

– NIST: Digital certificate or other soft token

– ID Verification: Third party (e.g., Notary Public)

• Level 4
– OMB: Very high confidence in asserted identity

– NIST: Smart Card or other hard token

– ID Verification: In-person application
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OMB: E-Auth Risk Chart
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Risk Categories 1 2 3 4

Inconvenience, distress or damage to standing or 

reputation

Low Mod Mod High

Financial loss or agency liability Low Mod Mod High

Harm to agency programs or public interests N/A Low Mod High

Unauthorized release of sensitive information N/A Low Mod High

Personal safety

N/A N/A Low Mod

High

Civil or criminal violations N/A Low Mod High

Required Assurance Level 

for Risk Level

Examples:
– For a transaction where the Risk Category is “Financial 
Loss” with an assigned Risk Level of “Mod”, the 
Required Assurance Level is 2 or higher.

– For a transaction that presents even a “Low” risk to 
“Personal Safety”, the Required Assurance Level is 3 or 
higher (Levels 1 and 2 are not sufficient).
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Case Study: MDWCC

• Maryland Workers’ Compensation 

Commission

• Mission: the equitable and timely 

adjudication of claims between 

injured workers and their 

employers

• Goal: achieve compliance with 

State of MD directive to web-

enable business processes
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Case Study: MDWCC

• Transaction Type

– Filing legal records 

electronically

• Authentication Assurance 

Assessment

– Level 2 (Agency inspects ID 

and issues UserID/PIN)
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Case Study: MDWCC

• MDWCC E-filing Use Case

– User applies in person for MDWCC-

issued UserID/PIN authentication 

credentials

– User logs on to MDWCC website 

with UserID/PIN to access eform

– User electronically signs eform with 

UserID/PIN and PKI

– User electronically submits eform

– MDWCC automatically processes 

eform (receipt)
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Case Study: MDWCC

• Example web 

page 
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Case Study: MDWCC

• Example 

e-form 
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Case Study: MDWCC

• Example 

signing 

buttons 
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Case Study: MDWCC

• Example 

signing 

dialog 
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Case Study: MDWCC

• Example 

end user 

receipt 
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Case Study: MDWCC

• Example 

end user 

receipt 
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Case Study: MDWCC

• Key Benefits Achieved

– Reduction in form processing time to 

24 – 48 hours

– Overall increase in efficiency of 60%

– Opportunity to re-purpose staff to 

higher value operations

– Significantly improved customer 

service and constituent satisfaction

– Completed implementation on time 

and under budget
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USDA: E-Authentication

• United States Dept. of Agriculture

• Level 1 and 2 assurances
– Level 1: send UserID/PW to user 
asserted email address

– Level 2: inspect ID in person and 
issue UserID/PW

• Goal: Federated provider for US 
Government
– USDA-issued Level 2 credentials 
accepted by other federal agencies

– Other agencies may do the same

– States?
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